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The Costs of Threats R h

incidents

Dollar Amount of Loss by Type of Attack (CSI/FBI 2004 Survey?

Sabotage (] $871,000
System Penetration (JJjij $901,500
Web Site Defacement (JJJli] $958,100
Misuse of Public Web Application ||| |} $2.747,000

Telecom Fraud || $3.997.500
Unauthorized Access || | I $4.278.205

Laptop Theft $6,734,500

D,500
$10,159,250
$10,601,055
$11,460,000 $26,064,050

Financial Fraud

Abuse of Wireless Network
Insider Net Abuse
Theft of Proprietary Info

Denial of Service

30M

0 SM 10M 20M 25M

2004 CSI/FBI Computer Crime and Security Survey
Source: Computer Security Institute
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Online Mafia: Shadowcrew

® There are others: carderplanet, stealthdivision, and
darkprofits, botfactory, muzzfuzz

® Social security numbers, passports, ids, credit cards, etc.

® 4000 members
® Admins, moderators, reviewers, vendors, end users

® 1.5M credit cards
® $4M in losses to customers and banks
® 30 arrested Oct 24, 2004

® USFTC-%$52B in 2004 in goods and services
purchased with fraudulently obtained personal
Identification

. ﬂﬁm&yfﬁ
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‘el Hase Techrologies - Miorosoft Intemet Ex
File Edit View Favorites Tools Help

EBack * =+ + [ A ‘Dsearch [=iFavorites TMedia 3 G S [ ~» 6§~
Ackdress |-:E|htlp1 S fwnwwe baselinemag.oom farticle2 /0,1 397 1 774463,00. 850

Bacellne="_ .. .

THE FACARET MARAGUMENT CAMTEA

=== BlackBerry.
Get more information with a free BlackBerry Extensibility Kit.
Sundsy, April 10, 2005 Homnee > PROJECTS = Securily = Base Techmologhes

PROJIECTS Secu FI-'I::'[uIr
March 7. 2009
Shadovecrew: Wab Mobs

Base Technologies
Dl crme doesn't telie many Bosds,

It doesn't take much to get an organized cybercrime ring goang, Below is a kst of technologies that
the U.S. Secret Sarvica and security a=perts say hava baan used by the Shadowcrew and similar
organizations to buy and sall stolen cradit, debit and idantification cands

ARRLICATION FRODLCT SLELLIER
Instant MESS-20png 1IC0, AlM Amerca Onling
Chat milRC Fraawara
|:I'|l:‘r“|.'|‘.'ltll:ll'| coftware Trillzey Cerdlean Studios
Payment handing Money Transfar, e-Gold Wigstarm Union, a-Gold Ltd.
T T securidod =m
Wirtwal private network OpenPN Freswars
Forums, massage boards YabB Fraawara ﬁmb il
IMTELLIGEMCE . .
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Going rates

® US credit card + CVV = $2.11

® Non-US credit card + CVV = $2.64

® US credit card — no CVV = $0.53

® Non-US credit card —no CVV = $1.06

(" s
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Internet Fraud over the years

Type 1999 2000 2002 2003 2004
Auctions 87% /8% 90% 89% 51%
Merchandise | 794 10% 5% 5% 20%
Sales

Internet 2% 3% A% 1% 1%
Access

Nigerian 1% 4% 2% 8%
scams

Phishing 5%
Adul_t 304
services

Fake checks 395

Source: National Fraud Information Center — fraud.org
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Where are the fraudsters

Source: National Fraud Information Center — fraud.org

Where 2002 2003 2004
California 16% 15% 11%

New York 9% 9% 8%
Florida 8% 8% 8%
Texas 6% 5% 9%
Outside USA 3% 4% -
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Pay per click hi]

Starts with a DNS

Uses many page
redirects

Passes victim to |
like Travelocity o
Mercedes-Benz

PPC is open to ak
via shady affiliate

Findwhat.com ea
$175M in 2004

Fie it View Faenrfies  Inols  Help

Eimt o« o= o (30 3 Oeearch dFmores Seds F | e O = H.

'-Ilh'nlil iaps | Slirance dyoos oom | o ok oo eyl = S SRR AE V- T Beorigapnbsole = et

T Enter symbol(s): Loolup symbal
QUOTEcom & TR :

FindWhat.com Hasnag: FWHT nm

= (uoke | Hews | o bag Brd | Chart | LigeChart | Cor
Debayed Gt rag bme o
4.74

{Unchanped )
Bad: .01
Mgk OO0 00
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Frandlous Close: )74
Wolunme: Ll
Avg. Volume: 951,706

Market Capitalization: 14533 M

S2-wanl range: il 50 o 230
1 week change: R AT
1 month chamgs: o 50 00
1 year change: a ¥ 5 B4 0%

Ty Liveilthoris LiveCharts
1 year chart WHI naw choating tool
(]
oy, T
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T - Ter dam Pan hiw Bgd B 5
Wl H el

---------------

Source:

LURHQ, April 2005
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- How much is a
C“Ck'Ad abuse click worth?
THE ﬁms OF $.18-$.25
INDIA INDIA BUSINESS

Hi Guest | Sign Lo | Clippingis)| Ky 101 | Sign dn

" Find your | # The Times of India © Indiaimes ™

s * Advertising company
naatimeas > Tha Times of India> [nda Busingss > Arbick payS GOOg I e

TIMES JC - Google splits revenue
e I Sy pm—— with click ad site hoster

bt online ad "clickers’au  PPC firms remove large
Mﬂ — m.:nearrlndlmiﬂugnﬂu Slngle IPS CIICkIng

E'—_'ﬂ“ REWY DELHI- With her baby on her lap, Maya Shama ° Need to be m O re C I ever —_—

(name chemged ) oets dowm [0 wiork esary avereng from

Pokics rer eighth-fiaar flat at Vasart vihar, Maya's job is to clich I I
ks . sl - - gl g hence Indian clickers

I“-“#—*-‘"l“'—‘:ﬂh ads, but dibgenty keeps count — if's 50,18 to $0 25 per
=kl ]

Ciipkal tick

Spoes

Wmalher A growing number of housswives,
o colege  graduatas,  and  even
Emerainman warkan rolassonas B
|'|'IHE!-|||L-|-.-+ e g J . pre '_ it . elaaks
- Slacks mstropaolitan cibes are rushing to
ingl Bus rmss el click paid Infernet ads to make
Infinch F100 1o §200 {up o RS 90007 par
HesihiSoiEics mantn

Phcto Galary
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Who are some of the Mexican PPC players?

® www.quepasa.com - $.03 bhid

® www.TeRespondo.com - $.04 bid
® Bought by Yahoo last month What are

e = 5 D0 3 Qe Skt Sl | G S W willing to pay —
:Tll_rlllp_iihﬂiu:. rrrrrrrrr vt ik sl ke AT e = trmb s byl Bk =il even u p to $1 . 50
Vi Rid per click!!
The fyp thees listings are Ceechee Premigem Lisbings ™ which sme gesen by 009%% of 8l sctive [nbsreet o

Cruises te Mexca
Expsiisince Marl oo el a | B s Bl

Wi Cie N Cav

teartan’s Frs B 15D

7, Mexico on efay

Fiwd Masnlie o al by jorbosa, W e | I Ly, won'll Biial all ik

Bay - tha Woid's Dnling Markatplac
lllllllllllllll

Achomr- ey B Bl
Save an T I ko Mexice ab Expedia.com
Ewgweac] b 0w Mgl Facltinle, el Tl TS = 1 f i, Do jiet | I-I:‘ e
i 18008 == e r [=] Em
|||||||||||||||||

dabaarf e F | }
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What are botnets used for?

W o kil Oviliies - MRCAoSIT Tikerist Explorer

Fle Edit View Fasorites Tools Help

DDOS =hak « = 2 [J & Dseardh EFmorites Shedia | e 2F B~ W

Accress | ] nttps/ v sdelaideinstitute.org,/Australia /022 him =]

opamming # THE AUSTRALIAN
Sniffing T Ae e

Keylogg|ng Matalie O Brien, Investigations editor
September 07, 2004
S p read I n g m RUUSSLIAN mafia alacks on online betling networks in Alice Springs crashed Telsra's local
network, leaving the city of 23,000 people without email for more than five hours and taking
I t I I . d the nation info "uncharted territory” of net blackmail.
nstalling aaq:
G O O g | e A d S E The Awvstralian revealed on Friday that the sophisticated blackmailers cost two online
. . bookies == Mullibel.com and Centrebeet - millions of dollars by shutling down their netwaorks
M ani p u | at INC after the bookmakers refused to buckle to demands of $US20,000 ($28,584) and $US10,000
\ ¥

respectively.

Mass identity theft (phishing)

The nation's biggest teleo admitted vesterday that the attack took it offline, sparking claims
froin the beffing industry that Telzira was not doing enough to secure iz netwaork,

== I_Il_fl:‘lﬂl:r Em

ﬂ el =



Computer Security 2005

Wieslior & Bureau ol Investigalion - Press Boon - Hoeasilline Archises - Microsoll temeal
fle  Edit  View Favorites Took  Help
HBack =~ =+ - D A 4 {Search siFavorites ‘Fndedla (@ e b [ - $§-

Address |-G_, httpa/ Swrvrer b gov S page? S aprils hiredhsceer 041 805 him

16 year old
hacker gets a
watch and some
jeans

Headline Archives

THE CASE OF THE HIRED HACKER
Entrepreneur and Hacker Arrested for Online Sabatage

N (41805

Cur "Entreprensur’ was still living at home wath his parenizs when he launched two
anlire: sports apparel businssses spacidizing in “retro” o "lFrowbsac” sports
jarsays Thesa jarsays ara a Dooming, muti-Dillon dokar industry, crovedad wath
competitors, and in the earty going he was saling only & couple shirts & day—at
$200 bo 300 & pop

Then he allegedly came wp with a plan to jumpstart sales. Did it imvake
cuparding his irmantory? Cvertsuling fis web sites? Launching & marketing Bliz?
Mg, Our Entrégeaneur 00k another [ack entiredy. He went out and hired a8 hacker

Buisrril A Ti -
luI“Tnd: Why? Because he figured that his own saks would take off if he disabed the web sites of his msjor

Links — competitors. Using an online instant messaging service, he recruited a 16-year-cld Mew Jersey hacksr and
Cortact Uy =] gava birn a list of 10 sites bo aftack The agresd-upon paymant for Fig senacesT & walch and several pairs a
St ediaps kbl T deesigresr srdskars

Privmcy Folioy — |

[}

Last Juby, the aitacks began, From his nome computer, e Hacker infected as many as 000 ungratectead
compLiers across the country with “bots™—software programs. that alowed fim to remotely control the FCs
He then ngged these computers to bombard the compsditor sites with data requesis. The altacks—kmowm as
distributed denial of serdcs, or "DD0S," altacks—auickly overloaded the siles’ servars and knocked many of
thern Crfling for daws. The Hackar launched the attacks repestadly for fva siralghl montins. Cne COompsy was

.

hit rore than 20 oimes and suffered $600 000 in total kosses

q‘t‘.ﬁm_ﬁyf’eﬁ
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Iranian Hacker Video

ﬁ inetnum:  217.218.6.0 - 217.218.6.255
Py Comguber netname:  AGRI-BANK

descr: Agricultural Bank of Iran
. country: IR

admin-c. MA10779-RIPE

tech-c: MA10779-RIPE

status: ASSIGNED PA

mnt-by: AS12880-MNT

sour ce: RIPE

evilhttp

per son: Majid Abbasi
address:.  Computer department, Central building of Agricultural Bank

address:  3rd floor - 129,Patris Lomomba St. Jalal ale ahmad exp.
address:  Tehran - Iran

phone: +98 21 8280032

fax-no:  +98 21 8251472

e-mail: Admin@agri-bank.com

nic-hdl:  MA10779-RIPE

sour ce: RIPE

- |
How Is your Farsi? ol an
4 B2
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DDo0oS: The Procedure
1. Cracking

InfrQgent “Zombies”
Us€rRCs or “Bots”
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Zombies on
innocent

Tk

computers

Peering Polnt —

.

%

LU R, (Q‘

“

Bandwidth-level DDoS

attacks

Wl

Infrastructure-level DDo0S
attacks
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Major goal: Masquerade the tool so it look like a valid file

Some known tools:

Sdbhot

Gtbot (global threat Bot —
Mirc)

Eggdrop — oldest (1993)
Attackbot

Evilbot (backdoor IRC trojan
Litmusbot

Rbot
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Bot command syntax
® Iscan 128.135.75.* 31337

® Scans entire /24 for possible infection

® !update http://botnet.update.us

® Tells all bots on the channel to get the latest update

® !pfast 50000 128.1.1.1 53
® UPD port flooder

® !packet 128.1.1.1 300000
® DDOS via ping.exe

| ﬁﬁ”’fﬂﬂﬁ
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BBC Hacking Video

Thanks to
CoCSoft Stream
Down
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SIP phone

curaiet | Grandstream Budge Tone- 100 series WOTPF STF Pluone multiple DOS wilnerabilties - Microsao
Fl!' Edit Wiew Favorites Tools Help
wBack * = = ) 4 Qsearch _uFavorites Fnedia F | e o ] ~ 8-
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Skype —the new frontier

A skype Security Advisories - Microsoft Internet Explorer
Fle Edit Wiew Favorites Tookls Help
wBack + = « D & 3| D8earch _iFavorites Media F e o B - B~

Agidress |{I bt / Serwned skypecom S securily Sadvisories hitml

)]

=

S ECLFDy Index

Skype Security Advisories

28-2005-01 CApr 200 Skype API Access Grant Revocation

Failure /
SSA-Z2004-02 (Mov 17): Callto Handling Buffer Overflow f
o8 -2004-01 (Jun 15): Callto Handling Range Check Ermor /

== I_Il_fl:‘lﬂl:r Em
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What i1s SPIT & SPIM?

® Spam over Internet Telephony
® Spam over Instant Messenger (SMS)

® Current spam economics — its cheap to send
® Only need 50 out of 1,000,000 to respond
® $500 per million emails sent

® Qovia has designed a system to send 1000
VOIP spams per minute

® Are you ready to get 200 spam SMSs per
day?

(" s
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/ﬂm Where Technnlng;r Means Business

NEWS — ¢ BLOGS [ FWHITE PAPERS
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Create form:
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m Sports events leave 3
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*AnIR And I8 By Susan Ku Fytyre spacecraft to

1She Comim 1
August 24, 2 ' '
s Tech Frﬂducts_ g carry 'black boxkes

If you're sich
prerecorded
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FPublizhed on
Screen Printing

AOD YOu

Internet Tele Play fighters do not win

benefits of t 10 later life

some expert 'Minority Report!
all the issues jnterface created for US

NewScientist.COM m— r

rmilitary

According to | Distant planetoid

against WoIP Sedna gives up more
aver Internel secrets

such a day rr
semvices, whi

Search internet.com

COMVeniences

Ve
That could be ﬁ* 5

telemarketing is already so bad it can't possibly get any warse.

Paralysed dods redain

'HOME | NEWS | EXPLORE BY SUBJECT | BACK PAGE

The World's No.1 Science & Technolo.
]

Move over spam, make way for "spit"

17.18 24 September 2004
MewScientist.com news service
Celeste Biever

A new plague of unwanted messages threatens
internet users, according to a Us company. Spam
and spim - spam by instant messenger - are about to
be joined by "spit" - spam over internet telephony.
Qovia, based in Frederick, Maryland, have recently
filed twio patent applications for technology to thwart
spit.
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SCADA

® Supervisory Control and Data Acquisition

® SCADA is used to control chemical plant
processes, oil and gas pipelines, electrical
generation and transmission equipment,
manufacturing facilities, water purification
and distribution infrastructure, etc.

® |In 2000, in Maroochy Shire, Queensland,
Vitek Boden released millions of liters of

untreatec

sewage using a wireless laptop,

apparent

y taking revenge against former

employers. He was arrested, convicted and

Jailed

- == I_Il'_fl:‘ﬂd Em
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The 8{) Reglster

ErltPrrlrl" Ferzonal | Internet | Maohile | Securby ‘M‘ agement |' hannel |I_ZI|:

Operating Systerms | Applcatinns | Developer

Home Computer Security Firewall Software Firewall Software Maleny Realty Real Estate
Stop Hackerz, ID Thieves & Find =solutions far yaur Insider's guide to Firewall Maleny & Sunshine Coast
Pop-Ups, Advanced Firewall businesz needs with our free Software Hinterland Harmes, Land,
Frorn Zone Labs, software portal Acreage, Town & Rural

The Register » Software _»

Hacker jailed for revenge sewage attacks (XX

By Tony Smith
Fublished Wednesday 31st October 2001 15:55., GMT

An Australian man was today sent to prison far two years after he was found guilty of hacking into the Maroochy Shire,
Clueensland computerized waste management system and caused millions of litres of raw sewage to spill out into local
parks, rivers and even the grounds of a Hyatt Eegency hotel.

"Marine life died, the creek water turned black and the stench was unhearable for residents," said Janelle Bryant of the
Australian Environmental Protection Agency.

The Maroochydore District Court heard that 49-year-old Vitek Boden had conducted a series of
The Rggfgter electronic attacks on the Maroochy Shire sewane contral system after a job application he had made
Merchandise | was rejected by the area's Council. At the time he was employed by the cormpany that had installed

@ the system
. Eoden made at least 46 attempts to take control of the sewage system during March and April 2000,
Click here On 23 April, the date of Boden's |last hacking attempt, police who pulled over his car found radio and

‘or the latest :
cj::oal Cartlon kit computer equipment.

Later investigations found Boden's laptop had been used at the time of the attacks and his hard drive
contained software for accessing and contralling the sewage management system. B
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® No need to click!
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® Google Phishing |
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® Blog Phishing s e

— I

® Attract surfers to blogs which contain
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® 210 active as of April 12 according to
Websense
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64 brands

Phishing hijacked in

Active Reported Phishing Sites by Week Dece Jer 2004-March 2005
1250
¥ 1000 BT = — S
iz 751 T8 .
— TE0 e [t B
C E1B  go7  5M a7 521
2 50- A28
= 2504
“- ) ) I Ty i (Ta ] l I Tp] I E I I oF l I g I I
: i 8§ B B g ; : @ g :
5 § % g = ;E; = 8 & E 5 & E 5 &
Week Ending

Source: www.antiphishing.org
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Where are all the phishers from?

Arentina France Avg
Canada Romania hijacked

Japan site stays

GPérma_?}r up 5.7
razi
\\.. USA LEys
Korea »— '

/ China [/ Taiwan
HK

— == I_Il'_”:‘l._]d Em

Source: www.antiphishing.org
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=] © Go [IGL

(Scaerfl Member

v i ¢ e s

January 24, 2005

2 Log In Login Help
User ID: Forgot User ID?

Password: Fargot Passwaord?

User ID=s and Passwords a
cazae-sensitive

2 Security at Login

“our login is secured using
Secure Sockets Laver [SSL)
technology, Learn Mare

NEW USERS

Qur site is easy to use and
gives pou FREE access to
wour accounts, See for
vourself, Yiew a Demo,

GET A USER 1D

UPDATED: Security notice
on e-mail fraud.

Apply for a Credit Card

Annly for a Business Credit

== Yisa Deals

Shopping made
simple. Wiew special offers
fram top web rmerchants.

= —

Log in | Help Center | Contact Us | Privacy Policy | Terms of Use

Your Accounts Explore CardMember Services
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i ¢ & s

Chline account managetment is fast, free and secure.

{ o
.-'I \ Enrall in CardMember Services today and start thinking about
1 hovey wou'll spend all the time you're going to save.
e\ Get back to life.

== Running Late... == Why Pay More?
Mo prablem. Save the starmp and| Don't be stuck with high
Make your pavrnents anline right | interest rates, Transfer

now, a balance taday and save!
Learn Maore

Children in Asia @ _ g
Need Help Now E:ve the Children:
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Cinline Banking - Microsoft Internet Explorer
File Edit WView Fawvorites Tools Help
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RegionsMet: Frequently Asked Questions
Secure Login

Enter your Logn ID and Fassword to access your onine acoounts
Lagin
By accessing this online system you agres to have read and accepted the termes et forth in the Begons Onine Banking Agres
.-\'tat=I]: EE:
Liegin 1D |
Password: |
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EAEE Saln & e

Tips:
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# Do mdl uEe your broweser's back buttan while [ogeed int Remansiet




Computer Security 2005

al-u.l.-'-:u::nh-"-.l"l Cwniliree Bianking - Microsolt [nternet Exploner
File El:l'l Wlew Fuwmn Tools l-hh

Reg_mn'-.- NET Real site

. El K E i.irll'lilr'

Henk Aronimie Anpwtsie
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What IS my trick to
2/

Elackgn:nundl Screen Saver Appearance |Web | Eﬁeu:tal Settings |

Active Window 3
Mormal [Disabled | Selected
Window Text

Message Box

Message Text

Scheme

Save As. | Delete

Size: Colar: &y
ﬁl [ o] ] LT
Font: oize
ITatha _I IB j % f

spot a phish?

 Change every single
desktop appearance
feature to some other
/font (Icon, Menu,
Message Box, etc.)

e | use Tahoma size=8,

/bold

0] Cancel | Al
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. The simplest —
Spammer tricks comment HTML
® F<!-- xyz --3r[<!-- abc --Fekl-- 123 -->p
® Pokfont size=0>8&nbsp; </font3rn Black-hole technique

— zero size font
® &#86; &#105; &#H97; &#103; &#114; &H#97

LE A ns | weco n d S HIML entities —

mainly used to send

”g ‘f\bﬁg special characters
- o Favolites “'Media
Address I@ C:\Hank\PPT Presentations‘mexico*spam-1.html

Free
Forn
Viagra
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<A C: Hank",PPT Presentations" mexico', spam-2.html - Microsoft Inter

I\/I O re S p am m er File Edit V¥iew Favorites Tools Help

“Back » = -~ (D 4] & | Dsearch [ElFavorites Media <

<t abl e border=0 cell pad di n g =(| address I@ CiyHank ' PPT Presentations'mexicospam-2.html

<tr valign=top> Viagra

<t d><font face=Couri er>V<br>g s2neies

<t d><font face=Couri er>i <br>¢

<t d><font face=Couri er>a<br>frui ~~ 1 Uit =~/ Lu~-
<t d><font face=Couri er>g<br>p<br>E</font></td>
<td><font face=Courier>r<br>|</font></td>

<t d><font face=Couri er>a<br>e</font></td>

<t d><font face=Courier>&nbsp<br>s</font></td>
</[tr>

</t abl e>

Slice & Dice method
— just like a paper
shredder would do
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Proportion of email seen as spam
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Proportlon of emails carrylng VIri|

rsee]

____

{1in 102)tin 10.4]1 in '“‘11In13 -

1inD

-1 in &0

- 1 in 100

- 1 in 150

Virus Ratio in Mail

1 in 200

Great — email virii
threat is going down!
Why?

2003

Source: Messagelabs, Oct 2004

2004

Jan|FeI:| |Mar|Apr|h‘hf|Jun | Jul |Mg|5ﬂp|0d |Nmr|DEI: Jaaneh|Mar|ﬁpr|May|Jun | Jul |ﬁug|5ep|ﬂc1

1 in 200
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Mobile virii

Name Type First variant” quar_'ltltyr Sf
variants
Cabir Eluetooth-\Waorm June 2004 10
Mosguit Trojan Algust 2004 1
Skuller Trojan MNovember &
2004
Lasco Eluetooth- January 2005 1
Wiormdirus
Locknut Trojan February 2005 2
Cormsar fAMS-Vorm March 2005 2
Darmnpi Trojan March 2005 1
Drever Trojan March 2008 £

Source: Kaspersky Labs, Mar 2005

The kids are off to
hack new realms
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What one site Is the #1 site used to

hack your site?

10 seconds...
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Penetration Testers

The Dark Side of Googling
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3 Google Search: filetype:inc intext:mysql_connect .mx - Microsoft Internet Explorer

File Edit V\iew Favorites Tools Help
+Back ¥ = v (3 (4] 4 | Qsearch (Favorites TMedia <4 | Bhv & =F &8~
Address | €] http: / /www.google.co.il /search?num=30&hl=en&newwindow=18&q=filetypedo3Ainc +intext0o3Amysql_connect +.

Web |mages Groups MNews more »

GO L.)g[e | [filetype inc intext:mysal_connect .mx | Search | Advanced Search

Preferences

There were no results in your selected language(s). Showing worldwide web results for filetype:in

Web Results 1 - 3 of 3 for filetype:inc intex!

php /* * sqgl.inc * * Library to make SQL calls database ... - [ Translate this pay. |
... else { return mysgl_pconnect{$host): 1} function SOL_connect{$host="local"} { if

Lets see if we can

{$host == "local") { return mysql_connect(); } else { return mysqgl_connect ... find some SQL
sahuaro mxl cetys mx/gomanddbisgling - 2k - Supplemental Result - Cached - Similar pades passwords in
Mexico

php $link = mysql connect("localhost", "root", "321") or die ... - [ Translate this page ]
<?php $link = mysqgl_connect{"localhost”, "root", "221") or die{"Could not connect: " .
mysgl_error()); echo "Connected successfully”; mysgl_close($link); 7=

[reportes.atthosting.Com.mxf‘header.inc } Tk - Supplemental Result - Cached - Similar pages

session start(); header("Cache-control: private"); $db ... - [ Translate this page ]

session_start(); header{"Cache-control: private"); $db = mysql_connect("localhost”,

"mybhicom_db ... mc|md|mg|mb|mil|mk|ml|mm |mn|mo|mig|mg|mrfms | mt) mu e rs mx | mey mz ..

wirnsd mybhi . comfassemblyfarticles/includes/common.ing - 3k - Supplemental Result - Cached - Similar pages

q‘t‘.ﬁm_ﬁyf’eﬁ
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a http: //64.233.183.104 /search?q=cache:dqgyYErtHGUJ:reportes.atthosting.com.mx /header.inc + filet

File Edit View Favorites Tools Help

“Back v » v @ 4} | ‘Qsearch [EFavorites DMedia <4 | v S B ~ &8~

Address [€] http://64.233.183.104 /search?q=cache:dqgyYErtHGUJ:reportes.atthosting.com.mx /header.i

This is G o o gl e's cache of http.ffreportes atthosting.com.mx'header.inc as retrieved on 28 Sep 2004 205z
5 0o gle'scache is the snapshot that we took of the page as we crawled the weh.

The page may have changed since that time. Click here for the current page without highlighting.

This cached page may reference images which are no longer available. Click here for the cached text onky.
To link to or bookmark this page, use the following url http: / /i, google. com/search?

g=cache: dgqgyYErtHUT: reportes. atthosting., con. nx/header. inc+filetype: inc+intextimysgl connect+. mdehl=«

Goople Is nof qffifiafed with fhe aufhors of s page nor responsible 7

These search terms have been highlighted: mysql_connect
These terms only appear in links pointing to this page: mx

=?php
§link = mysql connect("localhost", "root"”, "3Z1")
or die("Could not connect: " . mysql errori));

echo "Connected successtully™;
mysql close(5link);
3.

Always
remember
that
everything
is cached
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3 SquirrelMail - Login - Microsoft Internet Explorer

File Edit View Favorites Tools Help
+Back v = ~ (@ [#] 4} | GQsearch CdFavorites TMedia % | Ehv & = &8~
Address I@ http: / /reportes.atthosting.com.mx /src /login.php

it Srasirr-alMMail

3 Completewhois.Com Whois lookup on atthosting.com.mx - Microsoft Internet Explorer

File Edit View Favorites Tools Help
“Back v = v 44 | Qisearch [iFavorites PMedia 4 Ehv S ] ~ &8~
Address I@ http: / /www.completewhois.com /cgi-bin /whois.cqgi

———
T

DOMINIO: [ atthosting.com.mx ]

FECHA DE CEEACTICN: Z3-FEB-01
FECHAR DE ULTIMA MODIFICACION: Z3-FEB-01

CORGANTIEACTON: ALESTER 5. de R.L. de C.WV. [alest]
DOMICILIO: _, HNuevo Leon, Mexico

CONTACTS ADMINIZTEATIVO: ATET Web HOSting [roberZ58]

DOMICILIO: ' Farza, Nuevo Leon, Mexico
CONTACTD TECNICO: AT&T Web Hosting [roberZ58]

DOMICILIO: S8an MNicolas de los Garza, MNuevo Leon, Mexico

CONTACTO DE PRAGO: Payvment Domain Alestra [payme]
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3 Google Search: intitle:"'speedstream router management interface" - Microsoft Internet
File Edit View Favorites Tools Help

EBack v = + @ 2] 4 QSearch [GiFavorites TMedia % | i~ S B ~ &8~
Address [&] http: / /www.google.co.il /search?num=30&hl=en&newwindow =1 &q=intitle®03

Web Images Groups MNews more »

:;OLJSI'Q |i”tit|93"5D99d5tream router management interface"  Search |

Webh Fesults 1 - 16 of 16 English and Hebrew pages for intitle:"sp

SpeedStream Router Management Interface
arc-service.com/ - 2k - Cached - Similar pages

SpeedStream Router Management Interface
wiwwd vanilledesiles comy - 2k - Cached - Similar pages

SpeedStream Router Management Interface
perfo.servehttp.comyd - 2k - Cached - Similar pages

SpeedStream Router Management Interface
Wisi ranmaniacos.orgd - 2k - Cached - Similar pages

== I_Il_fl:‘lﬂl:r Em

I! B
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3 SpecdStream Router Management Interface - Microsoft Internel Explorer
. File Edit View Favorites Tools Help
eGak - Q3 4 Dsearch LalFavorites fMedia $ v o B - thr
Address | €] hitp: / /www.vaniledesiles.com/ - e

EErENGLEH B FRaNCAIZ 6 HEIF"

System Type: SpeedStream 5200-Series

Config Part #: 003-7080-509

Firmware P“: 004-E240-A3J

MAC Address: 00:0B:23:0F:36:B6

Point to Point Connection Summary: A
&1 PPPoA(D) 8/35 62.4.22 46 _Disconnact|

o [ @iniene

Who
should we
disconnect

in Paris
from the
Internet
today?
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Let's see if we can find any

Mexican passwords?

3 Google Search: site:.mx password - Microsoft Internet Explorer

File Edit View Favorites Tools Help
FBack v = v D 74 | DQisearch [iFavorites UMedia 4 | Thv Sb B
Address [&) http: / /www.google.co.l /search?num=50&hl=en&newwindow=1&q=site0o3A.mx +|

Web Images Groups MNews more »

GOL’S‘.Q |site:.mx password | Search | Adw

Web Fesults 1 - 80 of about 39,100 English and |

Acceso a revistas electronicas
Acheronte login: flectere password: eundice. American Ceramic Society Bulletin login:

129200 password: 27438 BANARPA-MET login:ibtunam password: ibtunam ...
wiei [T Unam. mxdbiblictecalcrfaccesos . htm - 3k - Cached - Similar pages

- l_li_rll:‘l.'JI:r =i



Computer Security 2005

a.-—'u: cesD A revistas electronicas - Miorosoft Intemet Exgulorer

File Edit View Favorites Tooks Help

=fack + = v Q1 4 Bearch aifavorites Svieda )
Addrass |-¢_| hittpas 7 Awnerer dbd orsanmumes bibloteca o Saccesos him

Acheronte
A whole page of
.i".m.-:ricm Ceramic Society Bulletin p a.S SW O rd S tO

login: 129300 password: 37438 . .
S—— various online
login:ibinam I | b rar | eS

password: ibunam

Biotechmiques
login: BOT05544013
Password: TAGC

Books{@Onid
login: gdh9%9

password auster

Canadian Journal of Microbiology
username’password: 100261671

Critical Reviews in Plant Sciences
login ecintaif@cifn unam. mx
pazsword: journals

Critical Reviews in Microbiology
login: ecintaideatn, unam. mx
paszwaord: jourmnals

EMEB Beports
login: bibmorc
pazsword: NITROGEND
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P &

Security Is about the weakest link

e
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